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MODULEDUTLINES

SecurityArchitecturesand Network Defence

Thismoduleis designedo be the first modulethat is studiedby studentson MScCyberSecurityand
Management.lt definesthe cyber security context and introducesa broad range of cyber security
terminologyin order for studentsto comprehendfuture study concerninghe cyberdomain.

Theoverallaim of the moduleis for studentsto comprehendthe commonsecuritycontrolsavailable
to prevent,detectandrecoverfrom network securityincidentsandto mitigaterisk.

Information RiskManagementand Governance

Thismoduledevelopsan understandingpoth of the risksthat digitalinformationand network assets
are exposedo, and of how to managethe risksfor the benefit of the enterprise;this includeshome
users,e commerce,and all organisationausingdigital networksfor infrastructure, both closedand
open. Therefore this moduleis relevantfor the majority of organisationsn existencetoday or likely
to existin the future.

Digital Forensics

Digitalforensicsseekgo overcomethe substantiakchallenge®f drawingcorrectinferencefrom digital
data, so that decisionsabout the identity of the wrongdoer,and the sanctionsthat follow, may be
madewith greaterconfidencefrom a better informed perspective.

Thereareanumberof principlesthat havebeenestablishedy the digital forensicsccommunity.From
these a range of tools and techniqgueshave been developedfor doing standardthingsin typical
circumstancesAnalysinghe capabilitiesandlimitationsof thesetools andtechniquessanimportant
part of the module.Representingvhat hasbeeninferredto a non specialistaudienceis alsoa critical
part of anyinvestigationandis practisedin the module.

Ultimately,this moduleexposeghe studentto the entire investigativedifecycleof a case.
CryptoSystemsand DataProtection

Thismodule aimsto give studentscritical insightinto how to selectthe appropriate cryptographic
solutionto solvethe informationassuranceroblemat hand.Thepropertiesandusesof cryptographic
hashesare criticallyanalysed Particularattention is givento their role in assuringdataintegrity and
in password management.Different attacks (brute force, dictionary, rainbow tables, synthetic

collisionsandmitigations(salting,stretching,largekeyspacegre alsoanalysed.

Industrial
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Procurementand Inventory Management

Thismodule puts emphasison the designand managemenbf processesnd control systemsof the
inboundsupplychain.Thecontentthat is coveredin this moduleincludesprocurementprocessesind
strategies, risk pooling and multi stage inventory control systems,value of collaboration and
streamlinedinformationandfinancialflow in supplychains supplierrelationshipmanagemenaswell
aselementaryand advancednethodsfor analysisand planning.

ProjectPlanning,Managementand Control

Thismodule treats the managementof “projects” in the widest context of a businessactivity with
specificlimited objectivesandtimescale and encompasseboth productdevelopmentand “change”
projects. It providesan appreciationof the issuesand current techniquesfor successfubproject
planningand control, includingthe selectionand motivation of projectteams.

SupplyChainManagement

Thistheappreciation
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